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Problem: Document Forgery Our Solution
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m Time Consuming (for the Good
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= Embed a digitally-signed copy of the document as part of the “Original” using a
High-capacity 2D barcode

= Support Large amount of Heterogeneous Data types, e.g. Text, Image, other Binary data
+ Digital Signature

= Sensitive Fields/ Content can be Selectively Encrypted and readable only after
Authorization, e.g. PIN-protected

= Not Replicable

= Need Extra Copies => Extra Trips to
Notary Public

m Can still be forged
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Broad Range of Applications

Leverage Standard Technologies

Low-cost, replicable certified Documents/Credentials: Transcripts, Medical Certs,

2D barcode (QR code) QR Code 2005 Barcode Symbology Tax/Sales receipts, Financial Statements
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Technical Contributions

Usability Study Results

We have designed and developed LIGHT-WEIGHT scanning and decoding
algorithms for the ROBUST processing of such self-authenticated,

densely-packed QR codes 2 1.0 — 2 1.0
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